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Use the following directions to disable remote management of project loading:

Start -= Setting == Control Panel -=WinCC Internet Setting -=Web Server: -=» Enable Remote-Transfer
[Project)

[HKEY_LOCAL_hACHIMENSOFTWARENS IEMENS\ HmiR Tm]

"MiniwebRemoteControl"=dw ord 00000000

Configure MiniWeb disabling and enabling together with Runtime

Description:

miniweb enabling and disabling should be done together with WinCC flexible Runtime 2008 start and
stop to make it impossible for users to access and modify data in case the run-time environment is
disabled.

How to fix:

Use the following directions:

Start -= Setting <= Control Panel -=> WinCC Internet Setting -=Web Server: -» Close with R untime
[HKEY _LOCAL W ACHIME\SOFTWARENS IEMENS, HmiRTm]

"Sto pMiniwe b =dword 00000001

OPC SERVER SECURITY SETTINGS

Disable OPC server if it is not used

Description:

OPC server provides data to other applications. These applications can be runon the same system or
other systems in the same network. This means that process data can be viewed, for example, in
Microsoft Excel. If you do not need OPC server, we recommend you to disable it in the project.

How to fix:

Ensure the running OPCOAServer.exe applicationis absent in the list of O5 processes.

Start -=Setting == Control Pamel ->WinCC flexible 2008 -= Project -= Project Name <= Device MName
[(WinCC flexible Runtime) > Device Settings -» Device Settings -> Runtime services Act as OPC server
Enabling and disabling communication settings for the project is available here: WinCC Flexible 2008 -=
Project -= Project Mame -> Device Mame (WinCC flexible Runtime) <= Communication -» Connedion ->
QpC.

Lirks:

http://iadt.siemens. ru/assets /files/infocenter/Documetations fJAutomation_systems;/H kLW inCC*:20F e
wWInCC flexible 2005 Kommunicationl r.pdf [p.4-1)

Configure DCOM access rights

Description:

Data exchange between OPC DA server and OPC client is done via DCOM interface. You should grant
DCOM start and access privileges before the data exchange process is run.

How to fix:

Grant DCOM start and access privileges before a OPC clientis able to start OPC DA server and establish
connection for data exchange:

Start -=» Settings -= Control Panel <> Administrative tools -» Compo nent services -»> Component
Services > Console Root\Component\Serdces Computers\WMy Computer DCOM Configuration

Open OPCSimaticHMILHmIRT o ntext menu and choose Properties, You can see
OPC.SimaticHMILHmiRTm properties dialog window,
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